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Motorola^ Inc. 
Corporate Offices 
1303 E. Algonquin Road 
Schaumburg, XL 60196 
September 20, 2005 

Pfidjuriitipn Vn^^t 37 cfr §i.m 

Each of the undersigned, Thomas Messerges, Ezzat Dabbish, Larry Puhl, and 
Douglas Kuhlxnan dedare the following: 

1. Prior to March 21, 2001, we conceived of the invention in ttie Uniled States 
now daimed in US Patent application nximber 10/028,164. 

2. As evidence of the conception date of the pending application, enclosed is a 
copy of a Motorola Patent Disdosure Form in the form of a true copy of the 
original. The Motorola Patent Disdosure Form was created by us in the United 
States and witnessed by a third party prior to March 21, 2001. 

In paragraph 5, entitled "What is the invention being disdosed:'', the 
Inventors show conception of the invention, stating that "the first step is to 
encrypt the content ... the content is split into smaller "chunks" . . . [and] the 
cryptographic has of each of tiiese chunks is then calculated and stored into a 
"hash table" - . . then signed 

3. We exerdsed due diligence from prior to March 21, 2001 to October 25, 2001 
to prepare and file the pending patent application number 10/028,164. During 
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this time period, we continually worked toward preparing the pendiiig patent 
application for filing with the USPTO. As evidence of such diligence, ti>e 
Applicants are submitting the following documents: 

1. Inventor report (page 4) that in February 2001, the invention was 
submitted to the Motorola Patent Committee; 

2. Inventor report (page 4) that on June 22, 2001 the Motorola Corporate 
Patent Committee decided to pursue this disdostire; 

3. A copy of an email dated July 24, 2001 to Michelle Larsen asking for 
quotes to prepare a patent application for the invention; 

4. A copy of a Federal Express shipping receipt showing that materials 
needed to establish a quote, dated July 24, 2001; 

5. An email dated August 14, 2001 showing acceptance of the quoted price; 

6. Inventor reports for week ending 9-21-2001 showing the inventors plan to 
review the 'liash table patent'' from Michelle (Larsen); 

7. -Inventor reports for week ending 9-28-01: reports that the inventors 
reviewed the hash table patent and rewrote the daims; 

8. Inventor reports for week ending 10-12-01: reports that inventors 
"Completed final review of the Fast Hash patent"' 

9. Emails dated 10-23-2001 and 10-25-2001 showing the inventors intent on 
signing off on the patent filing. 

4. All of the above statements made of our own knowledge are true and all 
statements made on information and belief are believed to be true. 
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5. We understand that willful false statements and flie like are punishable by 
fine or imprisonment/ or both (18 USC §1001) and may jeopardize the validity of 
the pending application or any patent issuing Ihereon. 



Thomas Messerges Date 

EzzatDabbish Date 

Larr/Puhl Date 

Douglas Kuhlman Date 
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. «Dl9e|osui« Number ^ . 



Dlvieki.n(s): Corporate 



Patent ConnnHtee Action! 



Date 



February I5>20CPC 



SHORT FORM Q "^'"^ ""^ "^""^^ addUional inTprmftilwi Mon ruachinp ii dcdsMin* 

EXPANDED 0 addiiiimnl pa^cs in Ihc e^pundcd f.mn if you feci more Infornuiiim wUI be necessary fnr ihv cDntttiirtci: ta reach a dcd:!loa. 

1. Title Of Invention: a Vfeihrid f^r Secu r.iv Rind,.. u..a.c: ia,Key Words: Digital Rights Manngemem (DRMI. Disiuil Comcm. 

. Riii,^ to Diuitnl Contem Conieni Prowciion. Ha$h» CeriiUcaw 

2. Primary or contact point inventorfs) (Use ymir htlt fimi. nimw and \mi ftam^ Vsc pugc Z of ihc trxpniwlwl digclnsurg form ror cwrllwirtnp invrnwOTK 
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3. What was the problemis) to be solved by the Invention or what was the need(s) for the invention: 
Thf |>*ipiil.iriiv i.l ihuirni cMiUcm. Mich as MP^ iihiml- lllo. ckirinmic j-aincs. niHl nV|> mnvies, is i;niwinj» ;ii u ireini:nUu«s rmc. Piirtxibfc, 
«irclcs> UcviCL'x .irc'nn ihc vcrjic ol iniiking .iwccnn (h ihi> diyiial cmitcni easier ihan ever. Cuntcni uwitefit, Himvvcr. arc wrricd, *hai wiih 
ihc ,Klvcm i>l ihcNc ncu devices, their dii:ii;il eonieni will l>eci»mc more suseeptihie li> lllicil ciipyin!; und disiriN«i«n. In nrdcr tti avmd 
uiilL>pre;uI pinicy. like th;ii prevaleni i.n ihc IniL-rnel le i;., Niipsterl. there is a iwcd lor secure ineihnds in distrlhuie ciccimnic ciimcni ih;U 
.ire imh Mthicct in .ihii.>e. 

nii!ii:il Ritihis Maii;ii:i:mi!ni iDRMi is a pnpiihir phr;i.sc iiMid u> describe Ihe prmeciiim 4»r rij^his and llw nKinauemcnl of ruluss relaicd m 
iiccwismp and pniecssing diiriiaJ inrbrmafitm. These nj!h«> and nilcN pivu-rn variiiu,^ (ispeeis nf a digiinl nhjcet. sueh as whii owns ihc ohjccU 
him .ind ivfhni an iihieel ciii In: ,iwwT.>Ned, and lum- mmrh an oh|ccl may ciisi. Cimlcni mviieiv hiipc in use :i secure. lamper-a'sLsjanl DRM 
xvML'irt in cnuirce ihe rules .ir^Miciaied wiih .1 diniial ^»hiccl It clii: rules say dial a diisiul »ing canmn he eiipicd, ihcn fhe DRM system will 
mil jnpv II I.ikei^iNC. if rhe rules >ay \hin pluvme .i l)VD mnvie will cnsi S5, then ihc DRM 'cysicm ivill debit ihc consumer's crcdil irard by 
>.i ILicker*. >htnild mn he able i.i nverciime Hie enrnreemeni .tl these rules nr alter the ouileni assntiaied wuh these nilcs. In pstrlicular. 
h.ickcrs xhnnlU nut be able m .ilier dii!Ual ohieeis iheir rules wnhnui deicx'ttim. 

The pnihlcm ol pnncctmi; digital objects and their ruks is mu siraigblforward. Maekers will likely have direct access to Ihe digital iibjarrs 
.tnd the rules. I^ir e.\amplc. objects ami rules may be Mored on Ihc disk drive of a PC where they can be nciulily accessed by an editing 
priieram. Thcrelore. miwc hackers will he able to easiN change hUs m the digital objects or the ruliw, the DRM s>-sicm will need to deieei 
^uch %;lMnt:cs 

The M/e of Ihc di-itjl oh|cci can bcccimc very large. example, c(»mprcsscd digital scrngs m lypteally 3 to 5 Mbils and DVD movuis can 
he nnlcrs ..| majirtiiude larger. Verifying thai such a large Jitriial object has mi! been altered can be very time consuming. Our invention 
^.Kcs rhiN prnhlvni h> pr»tviJmg an ellicicni mcihiuJ io Octcci changes m digital objccw and iheir xssociated usage rules. 
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4. What Is the prior art, and why doesnt it resolve the profalem(s) or fulfill the nefid(s): 

In our situation, the content and usage mlcs constiiuie a digital objeci that we refer to as a *'cDncent package". A well-known priof-ar 
method for authenticating the integrity of a digital object uses a digital signature scheme to sign a cryptographic hash of th« object, A prioi 
art solution using a digital signature scheme and hash to protect digitoJ content is depicted in Figure 1. According to Figure 1, ihe first step i> 
to encrypt the content. The content is encrypted with a secret key to protect \i from being used by anyone other than content purchaser, Thf 
encrypted conieni Is then cryptographically hashed to produce Hash(£C). This hash value is placed into the certificate CCen. The CCen 
certificate also contains the content's usage rules along with the content decryption key that i^ assigned to the content purchaser using 
public-key cryptography. Finally, a trusted authority digitally signs the certificate. 

Verifying the authenticity of a content package is simple. The first step is to verify the signature of the digital signature of CCert. Once this 
signatwt is verified, the hash of the encrypted concent is recalculated and compared to the value in the cBrtificacc. If digital signature is valid 
and the hash values match, then the content package is deemed authentic. The rendering of content can begin only after the content package 
has been authenticated. 

The main problem with this prior-art solution is that it can take coo long to calculate the hash of the entire content package. A user of a 
content rendering device expects rendering to begin immediately. After pressing the play button of an MPS player, the song should start 
playing with minimal delay. If the prior-art method is used, then the hash of the entire content needs to be calculated before the usage rules 
can be verified. This could be very time ccmsuming. For example, ihe estimated time to compute the SHAl hash of a typical MP3 song, 
when using a 16 MHz MCore processor, is around 15 to 20 seconds. Clearly this is too long and a marc efficient method is needed. More 
background on prior-art data authentication .solutions can be found in standard cryptography textbooks such as: 

Douglas R, Stinson, "Cryptography: Theory and Practice,'* CRC Press, 1995. 

What is the invention being disclosed: 

Our invention eliminates the need to calculate the hash «f the entire content package before rendering ihc content. Instead, the hash is 
culcuhued incrcmcnrally and verified as the content ss being rendered. 

Our invention is depicted in Figure 2. As in the prior-art solution the first step is ro encrypt the content. Next, however, the content is split 
into smaller "chunks". The crypio^jraphic hash of each of these chunks is then calculated and stored into a "h;uih table". The entries of the 
hash [able are then hashed to create an -^overall hash". The overall hash is placed into the certificate CCart that is then signed by a iriisrcd 

imthoriiy. 

The advantages of our scheme become apparcni when authenticating the content packiigc. I'igure 3 shows that our aulhcnlicailon procedure 
begins with a verification of ihc hash table. The overall hash of the hash table is recalculated and then compared lo the hash value in the 
CCcrt ccriitlcaie. If the hush values agree and the signature t)n CCm is valid, then the hash luble and its binding to the usage rules i.s 
verified. Since the overall hash is not over ihc entire content, but just iIh? hash table, it curt be quickly calculated. 

Once the overall h;ush has been auihcnticiiicd. the ha.sh of ihc individual chunks can be verified. Figure 4 shows our procedure for vcrifyinij 
the authcnriciiy of a chunk. The first .step is lo ptxalculaic the ha.sh lable entry of the chunk and compani it to the actual hash value in the 
hash table. Since the hash table has already iKcn authcnticaicti, agrccmeni ijf the hash values implks that the chunk is authentic, tt sht>uld be 
noted that the computation of a chunk's hu.sh i.^ not as time consuming as computing the hash of the entire ctmceni package. Also, this ha,sh 
value can be calculated in parallel to ihc chunk decryption. Thus, rendering can begin almost immediately. 

6. How does this Invention resolve the pn3blem(s) and fulfill the needls) In a new way: 
(Attach any drawings or dittttrams you feel are necessary for clarincatifin) 

The problem of aulhentlcating digital conieni and its binding to usage rules was .solved using a divide-and-conquer approach. Our invention 
calls lor the authentication lo be conducted in two phases. The first phase provides a.ssurance that Ihe hash table is auihenilc and bound to 
the certificate and rules. This phase can be caicutaicd very quickly since only the hash of the hash table needs to be computed. By hashing 
the hash tabic, hackers are prevented from deleting, adding, or rearranging the ct)nicni chunks. 

The second phase of our Invention verifies the authenticity of every content bit. The hash of the conlcni chunk is compared to hash table 
entry to provide final assurance that the content is btiund to the certificate and rules. This hash can be calculated one chunk at a lime, prallcl 
rt^ decryption, tn enable immediate rendering. 

Our invention is even applicable lo protecting extremely large content files (i.e.. video). In this situation, the hash table can be very large and 
even calcuJaiing the overall hash becomes too slow. Our invention, with a minor modification, can handle this problem by allowing the hash 
table to be subdivided into chunks that arc subsequently hashed and lidded to a .stxondary hash table. The resulting scheme then uses 
multiple layers of hash tables and a single cenitlcaic to authenticate all of the hash tablc.s and the content. 

Overall, the dissclosed invention provides an efficient means lo aulhcnticatc digital ct^ntcnl and bind the content to usage niles. The security 
of i^ur scheme is equivalent lo prior iirr methods, while the cfficictKy is improvgj. 

7. Date of conception: January, 2001 and if applicable, date first built {or written) and successfully tested: 
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8» Product(s) this Invention may be used in: 
Fulure MolonDia pagers, mobile phones, auiotnoiive entertwnmcni systems, and set-top boxes that handle digital content such as music 
books, and video. 

9. Date the first offer for sale was made for a product incorporating this Invention: 

None, bui ihere are plans lo discuss our secure content distribution system with VivendiAJniversal and Disney. 

10. Date the first disclosure of this Invention was made outside Motorola without a nondisclosure agreement; 
None, but disclosure during an SDMI meeting is being considered. 

11. Approvals: 1) Technical SwfFor Patent Liaison 2) Manag«nwnt (both required) - Si^nin^ this form antsis to fhefact ihai you imdersiand the inveimuh 



2) 



1^. wiinesscs: - 
Wimess: ^3;^ '..plSj^X^ Date: ^//f^*.f Witness: >t^-y^ 

U. Contributing Inventor(s): Pattnt D epanment will eletermiftt legal inventorship 
5) 



Date: Zi^z-t/^l 



QVPI.N0. 



.SSn 



City 



6) 



gry 



S) 



SItnaiura 



DtflttM. 



LDcanonmin.* 



SSN_ 



Cttf_ 



14. What is the business Impact of having a patent on this invention, for Motorola and/or competition; 

U is in Moiomi:rs inicrcst lo casurc ih:ir their prijducts uphold the cmcrj^ing .security rcquircmcnis fur managing digiial data, while also 
proviUini; fur im enjoyable user cxpcricnuc tor our consumers. Our disclosed invention provides :i niivcl method to nnpmvc a user s 
CTpcricncc by ensuring that ihisir content can be rendered without delays or iniorrupiions due to annoyins DRM requiremcnis. 
Bcir^tj rlrsi to market wiih a Digital Rights Management system that does not hinder the end user will secure Moumila's lcadcr.ship in the 
industry. Other <iryanizations may mandate the ikse of our solution, in which case linancial gains can be made from licensing and royalty 
fees. In addition orders for our products can be expeciod to increase as u result of our name belni; tied to a sceurc and user friendly solution. 

15. Expanded description; list any additional details you feel would be helpful In describing the Invention: 

16. Additional details concerning the prior art related to this invention: 

Attach any backup documents or provide any other Information you feel would be helpful In determining the desirability of obtaining a patent on 
this Invention. Any attachments that are critical to the disclosure of the Invention should be witnessed. 

Sec attached Figures 1 to 4. 
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Motorola Confidential Proprietary 

2000-575-01 PaEe4 FebruarylOOl 



and Larry Puhl, was submitted to the Motorola Corpotatc Patent CommiOBe. This patent 
describes a DRM system using domains ratiier than check-in and chedc-ouL 

patent disclosure (CR00287M) dated February 15th, 2001 and tided "A Method for Securely 
Binding Usage Rules to Digital Conrent," by Tom Messerges, Ezzy Dabbish, Larry Puhl, and 
Doug Kuhlman, was submiiied to the Motorola Corporate Patent Committee. This patent 
describes an efficient cryptographic hashing scheme for binding DRM rules to digital contait. 

A patent disclosure (CR00288M) dated February 15tb, 2001 and tilled "A Method and System for 
Block Cipher Encryption Using a Large S-box, Potentiany Keyed by a Stream Cipher," by Doug 
Kuhlman, was submitted to the Motorola Corporate Parent Commitiee. TJris patent descnbes 
DECK, a content encryption algorittun. 

A patent disclosure (CR00289M) dated Ftebruary 21tb. 2001 and tided "A Method for Preventine 
Information Leakage During a Squaring Operation," by Tbm Messerges and Doug Kuhlman. was 
submitted to the Motoiwla Corporate Patent Committee. This patent describes an efficient method 
to Tand(»nize tiie squaring operadon used in the DECK algoridmi. 

Future Flans 

1 . Distribute the DECK white paper for furflier review and crypianalysis, 

2. Develop a DRM demonstration system to show how a music can be securely distributed from 
a kiosk to Motorola products via Bltiemoth. 

3. Continue writing a white paper tided "A Iramework for Managing Digital Content in Motor- 
ola Products". 

4. Develop a presentation to describe management of digital content in Motorola's wireless 
products. 

5. Keep abreast of the security aspects of the SDMI activities. 

6. Keep abreast of wateimaridng technologies and how these technologies will intact Motor- 
ola's products. 

Responsible Engineers: Ezzy Dabbish 

Brian King 
Doug Kuhlman 
YiU 

Ifam Messerges 
Dean Vogler 
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Motorola Confidential Proprietary 

2000-575-01 Page 4 June 200] 

Patent Status 



A patent disclosure (CR00286M) dated February 12rii, 2001 and titled "System and Method for 
Secure and Convenient Management of Electronic Content," by Tom Messerges, Ezzy Dabbish* 
and Larry Puhl, was submitted to the Motorola Corporate Patent Committee, This patent 
describes a DRM system using domains rather than check-in and check-out. The concepts of this 
patent were filed in a provisional application on April 18, 2001. On June 22» 2001, die Motorola 
Corporate Patent Committee decided to pursue diis disclosure. 

A patent disclosure (CR00287M) dated February 15th, 2001 and tided "A Mediod for Securely 
Binding Usage Rules to Digital Content," by Tom Messerges, Ezzy Dabbish, Larry Puhl, and 
Doug Kuhlman, was submitted to the Motorola Corporate Patent Committee. This patent 
describes an efficient cryptographic hashing scheme for binding DRM rules to digital contenL On 
June 22, 200h the Motorola Corporate Patent Committee decided to pursue diis disclosure. 

A patent disclosure (CR00288M) dated February 15th, 2001 and tided "A Method and System for 
Block Cipher Encryption Using a Large S-box, Potentially Keyed by a Stteam Cipher," by Doug 
Kuhlman, was submitted to the Motorola Corpwate Patent Committee. This patent describes 
DECK, a content encryption algorithm. On June 22, 2001, the Motorola Corporate Patent Com- 
mittee decided to pursue chis disclosure, 

A patent disclosure (CR00289M) dated February 21th, 2001 and tided "A Method for Preventing 
Information Leakage During a Squaring Operation," by Tom Messerges and Doug Kuhlman. was 
submitted to the Motorola Corporate Patent Comminee. This patent describes an efficient mediod 
to randomize the squaring operation used in the DECK algorithm. On June 22, 2001, the Motor- 
ola Corporate Patent Committee decided not to pursue this disclosure, but instead to send it to 
Motorola BCS for their consideration. 

Future Plans 

1 . Continue the cryptanaly sis and development of DECK soficware. 

2. Develop a DRM demonstration system to show bow a music can be securely distributed from 
a kiosk to Motorola products via Bluetooth. 

3. Continue to consult with product groups and develop presentations describing concern: man- 
agement strategies for future Motorola products. 

4. Keep abreast of the security aspects of the SDMI activities. 

5. Keep abteast of watermarking technologies and how these technologies will impact Motor- 
ola's products. 

Responsible Engineers: Ezzy Dabbish Yi Li 

Brian King Tom Messerges 

Doug Kuhlman Dean Vogler 
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Sdnt: 

To: 

Cc: 



SubjBct: 



From: 



Juffembruch Dan'<ADJ001 

Tuesday, July 24. 2001 3:14 PM 

Michelle Larson (E-mail) 

Donlin Leo-ALDOaO: Nldiols Dan^COROI 

FW: FedEx shipment 791618690230 



Michelle, 



We have sent you a Fed Bx package today and would like quotes on two additional patent 
applications for disclosures CK00286M and CRQQ2B7M. One was already £11^ as a provisional 
application and we have also sent a copy of the provisioiial filing. 

The two are in the area of Digital Rights Management DRM. X can explain the portfolio area 
SQcnetime when we speak in the future. 

Thanke, 
Pan 



Dan Juf fembruch 
Division Patent Counsel 
Motorola Law Department 
Corporate offices 

1303 E. Algonquin Rd* Schaumburgr XIi 60196 
647-538-3129; 775-e06-3€79 fax 
Dan . Juf f embnichemotorola . com 

"Visionary companies like Motorola don't see it as a choice between living to their values or 
being pragmatic; they see it as a challenge to find pragmatic solutions and behave conBistent 
with their core values." Built to Last, Collins & Porras <c)1994. 

This electronic transmission (and any attached document) is for the sole use of the individual 
or entity to whom it is addressed. It is confidential and may be siibject to attorney/client 
privilege. Any further distribution or copying of this message is strictly prohibited, if you 
received this message in error, please notify me, and destroy the attached message (and all 
attached documents) , immediacely. 

Original Message----- 
From: Karen Kass-AKKOid [malltotKaren^Kase-AKKOlseemall.mot .com] 
sent: Tuesday, July 24, 2001 2s 17 PM " 
Tq: Dan. Juf fembruch 
Subject: FedEx shipment 791618890230 



KAREN KASS of MOTOROLA, INC sent MICHELLE LARSON of LARSON & ASSOCIATES 
a Standard overnight FedEx Envelope. 

This shipment is scheduled to be sent on 24JUL01. 

The sender included the following message: 

('Dan Juf fembruch is sending copies today, via FedEx, of two disclosures s 
CR00286N and CR00287M. He would like 
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you 

to 

1" 



The tracking number is 79161B890230 . 



TO track this shipment online click on the following link: 

ht tp : / / www - f edex . com/ cgi - bin/ tracking? t racknumber s ir7 91 61 8 6 9 02 3 0 

&actionc=trackalanguage»engli8h&cntry_code=us 
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MOTOROLA 



July 24. 2001 



VIA FEDERAL EXPRESS 



Michelle Larson 
Larson & Associates 
221 East Church Street 
Frederick, MO 21701 

Dear Ms. Lanson: 

Attached please find copies aftm disclosures: CR00286M and 
CR00287M. Daniel Juffembruch would like you to look at these and submit an 
estimate for the costs of producing specifications for txith cases. 

CR00286M was filed provisionally April 18. 2001 . The documents filed 
with the case are attached. 

The inventors are all in Schaumburg and are the same on both cases with 
the exception of one additional inventor on CR00287M. 

If you have any additional questions, please contact Dan at 847-538-3129. 

Very truly yours. 
MOTOROLA, INC. 
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Daniel W. Juffembruch 
Patent Attorney 



DWJ: kgk 




C: Leo Donlin 



Coipdrate Offices 

1303 E. Algonquin Rxted, Schflurabuifc IL 60196 (847) 538-3129 
Fax No. (847) 376-3750 
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From: KAHEN 4<AfiH 0475576-6364 
MDTDnaiA INC 
laoaE.AlQQNRUlN ROAD 
lUDI.SRP FIH 
SCHaUM6URGJL«6D196 

To: MICHELLE LARSON [301)668^-3073 
LARSON & ASSOCIATES 
221 East Church Street 

FREDERICK, MD, 21701 

REf:AC934 DISCLPSURES 



SHIPPER'S 



18475763750 



FEDEX ACCDUNTt 



T-365 P. 018/025 F- 





8HIP DATE: 24JULm 
WEIGHTS 1 LBS 




BSJVBItt MDlin l«MfiDI[f ^BD-Epq 



TRK#7916 1889 0230 ggi 
21701 "MD-US 



FedEx STANDARD OVERNIGHT 




IAD 



NH FDKA 



WED 

AA 

DeDvtrtv: 
25JULJD1 




Please fold ihis docuzneni in half and plocs I't in tfw wsylsiU poiich ftffixed n your shipmem so that ifae boraode porticiD of 4k Mid csn bo raid and svMimd. 
***WARN]NG: Upe only 0ie printed original labol (br shipping. Usuig a i^tDoopy of tht» label for Rtiipping purposes is fbudulcm and could itsuh bi 
additional biUinB charges, along wtdi ihe cancdloEian of your FedEx account ninnber. 



Shipping Label 




1 . Use the "Print** feature from your browser to send Ifais page to your User or iii3cjet printer. 

2. Fold the piiuted page along the horizontal line. 

3. Place latel in shipping label pouch and a£Gx it to your ahipnient so that the barcode portion of die label can be 
read and scanned. 

4. To prim a receipt of your shxprnent, please click on *'Shippmg Histcny." 
Ship a New Package 



U» of this system COnSlitutu your Bgrecmcnt to the acrvico conditions in the current FedEx service Guide, Bvailable upon rrquest 

FttiEx will not be rcspansibk for any claim in excess of S 1 00 per package, wbeiher the resolt ofloss, dHmagc, delay, non-d£liveiy, misdelivery, or 
misinfonnntion, unWw you declare o hlgbcr value, p«y sn additional chui^ dccurocnt your Bcnal }oss end file a timdy claim. Umimiiona fbund in ihc cunan 
F*dE* S^yiu Guide apply. Your ngbt to pbcovct from PcdiSx for any loss, tndudlnd imrinsic value of the pncknge, lass of pales, income Tntercst, proOt, 
Bttomc]^ fices. costs, and odier fbrms of domase whether direct; incidental, consequmTial. or special ia limiiAd to fht greater of SlOO or die mi^ uiix e d dechnvd 
value. Recoveiy cannoi exceed aaual dooumemod loss. Maxiisun for items of extntordinoy value is S500, eg. Jewelry, pndorn metals» negonable insmiments 
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Donlin Leo-ALD080 




•rom: 
»ent: 
'o: 
Jc: 



Juffembnich Dan-ADJOOl 
Tuesday. August 14. 2001 4:01 PM 
'Michelle Larson' 

Nichols Dan-ECOR01; Donlin Lea-ALDOdO 
RE: Quotes 



7he3e quotes look good. See you In the morning. 



Original Meseage 

'rom: Michelle Larson [mailto:michelleolarBonpc.com] 

ienc: Tuesday, August 14, 2001 li24 PM 

*o: Juffernbruch Dan-ADJOOl 

:c: Nichole Dan-ECOROi; Michelle Larson 

rubjecc; Quotes 



'he following quotes Include planned travel to visit the inventors. If not 
ieeded« the invoice will be lowered accordingly. 

:r0028€M $7y300 

!R002e7M $6,800 

:R0024SM $6,700 

mi00031D $5,950 

3ML00036H $6,450 

!ML00032D $5,700 

>ML00059-D $7,450 



look forward zo meeting you tomorxow. 

est regards, 

.ichelle Larson 

.arson & Aseociates, p.c. 

21 East Church street 

xederick, ND 21701 

01-668-3073 
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From To:dabblfih Hon Sep 24 Od:24:23 2001 

Date: Mon, 24 Sep 2001 9:24:23 CDT 

To 2 dabbi0h(3)lahs.mot.com (Qzzy Dabbleb) 

Subject: Week Ending 9-21-01 

Cc: ylltDlabs.mot.com (Yi 0* Li) 



- Completed three RMtR posters: 

TRUST, SDR, Domain diagram 
The final copy of all RMTR posters and handouts ia on 
deltona : shared/ drm/rtntr_2 001 

- Participated in RMTR tech fair. 



Short Term Plan: 



- Meet with Terri Hughes regarding BPC scrambling patent 



- Work with John Kroupa of GTS5 to de£ine and implement security for 

upgradable bape station project. 

- work with Alan Bok to get him started on integrating our security 
software with his Java system- 

- Review X)RM specification for upcoming Nokia meeting. 

- work with Yi to define future demonstration system goals. 

- Revise the streaming section in our white paper. 
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From To;dabbieh Mon Oct 1 09:24:16 2001 
Date: Mon, Ol Oct 2001 9:24:16 CDT 
To: dabbiBhOlabs. Tnot.com (Szzy Dabbieh) 
Subject: Week Ending 9-28-01 
Cc: ylifilabs -mot .com (Yi Q. Li) 




- Worked with Terri Hughes to complete BPC scrambler patent. 
Doug and I reviewed the spec and worked on the claims. 
Terri is £inaliziug things and should have a new version 
for us to review this week. 




- Met with John Kroupa and Henry Pierce of QTSS to dipcufia 
their upgradable base station security needs. We agreed to 
help them with two functions: a signature and verification 
functions- l*hey need a solution by December, but would 
prefer something by mid-Kovember (ideally) . 

- worked with Alan Bok to better define his security needs for 
the SDR project. Contrary to his initial aasunqptions, he 
just found out that be does not have any security for 
establishing a secure-authenticated channel. He will need 

to rely on us for all the security needs, so the scope of 
our involvement may increase » In light of these events, we^re 
in the process of reevaluating his overall security needs and 
also how DRM may fits into an overall security arohiteoture . 

- worked with Yi to define the scope and schedule for completing 
enhancements to our demo« Dave Kennerley is anxious to show 
the demo to various audiences In the coming weeks. 



Short Term Plan: 



- Review DRM specification for upcoming Nokia meeting. 

- Continue conversations with 6TSS to Bolidify goals and expected 
deliverables for the base station project. 

- Continue work with Alan Bok to define the security architecture of 
his 5DR demonstration system. 

- As needed, work with Yi to complete and test DRM demo enhancementa . 

- AS needed, work with Terri Hughes regarding 6PC scrambling patent. 

- As needed, review hash table patent from Michelle. 

- Revise the streaming section in our white paper. 
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From To:dcLbbisli Mon Oct 15 09 1 13x29 2001 
Date; Man, 15 Oct 3001 9:13:29 CDT 
To: dabbisholaJDS.mot .com (Bzzy Oabbish) 
Subject: Week Exiding lO-12-Ol 
Cci yliSlabB.mot.com (Yi Q. Li) 





- Delivered DRM deino to ]3ave Kennerley of PCS 



- completed personal commitments 

- Completed rewrite of SOR security requirements document 



Short Term Plam 



- send PCS CD-ROM with the X>Wi demo system* 

Deliver working DRM example to SDR project (including small toolkit build) 

- Begin work on NSS project - get crypto code from Doug. 

- As needed, review documents s 3GPP requirement^ , Nokia's ERT questions, 
DA requirements . . . 
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From: 
Sent 
To: 
Cc; 

Stibjecrt: 



Tom Messerges {T^m Messerge&-ADTLDi@email.motcom] 
Tuesday, October 23» 2001 6:58 AM 
Kass Kar8n-akk019 

DABBISH EZZY-AMTE09: PUHL LARRY-ATEC16; KUHLMAN DOUG-ADK031; Juffernbmch 

Dan-ADJ001 

Re: CR00287M 



Karen, 

I'm not aware of any prior art. Also, I'll be able to sign 
the application today or tomorrow - although I have a 2-4pm 
meeting this afternoon. 

Regards, 

-Tom Messsrgas 



Kass Karen-akk019 wrote: 
> 

> GentlGmen, is there any prior art for this case? If so^ I will need copies ASAP* 

> 

> Karen G. Kass 

> MOTOROLA, INC. 

> Law Department 

> 1303 £. Algonquin Road 

> Schaumburg IL 60196 

> Phono: B47-576-6364 

> Fax: 847-576-3750 
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From: 
Sent: 
To: 
Cc: 

Subjacl: 



Ezzy Dabbish (Ezzy_Dabbish-AMTE09@email.motCQm] 
Thuraday, October 25, 2001 9:33 AM 
1^355 K3r6n~a^k019 

MESSERGES TOM-ADTL01; DABBISH EZZY-AMTE09; PUHL LARRY-ATEC16; KUHLMAN 
DOUG-ADK031; Juffembfuch Dan-ADJ001 

Re: crQ0287m-sh9.tif;cri)0287m-sh2.tif;cr00287m-sh3.tif;cr00287m-sh4.W^^ 




dabb^ivcf 



Karen, 

•I*m not aware of any prior arr at the moment. We should be ready to siqn the Assignment 
and Declaration today. Tom just informed me that ahe is aerting up an 11:00 am with you 
roday. 

thanks for your help. 
— E2zy 



Kass Karen-akk019 wrore: 

> Gentlemen, I have been informed that these are the final checkprints; and the 
specification is also attached • I have the formals on my desk ready to file. If there 
are no further changes, please advise of your schedule for signing the Assignment and 
Declaration. We would like to file this case today. In addition^ Doug and Tom have coma 
up with no prior art. Szzy and Larry, do you know of any prior art? If we don't £11$ thd 
case today or tomorrow, I won't be back in the office until Wednesday of next week. 

> 

> Karen Kass 

> MOTOROLA, INC. 

> Law Department 

> 1303 E. Algonquin Road 

> Schaumburg IL 50196 

> Phone: 847-576-6364 

> Fax: 847-576-3750 



> 
> 
> 

> ' 

> Name: cr00287m-sh9.tif 

> cr00287m-sh9.rif Type: TIFF Image (image/tiff) 

> Encoding: base64 
> 

> Name: cr00287m-sh2.tif 

> cr00287m-sh2.tlj: Type? TIFF Image (image/tiff) 

> Encoding: base64 
> 

> Name: cr002a7m-3h3.tif 

> cr00287m-sh3,tif Typo: tiff Image (image/tiff) 

> Encoding: base 64 
> 

> Name: cr002a7m-sh4.tif 

> cr00287m-sh4.tif Type; TIFF Image (image/tiff) 

> Encoding: base64 
> 

> Name: cr00287m-sh5.tif 

> cr00287m-sh5,tif Type: TIFF Image (image/tiff) 

> Encoding: base64 
> 

> Name: cr002B7m-3h6.tif 

> cr002S7m-sh6.tif Type: TIFF Image (image/tiff) 

> Encoding: bade64 



1 
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Kass Karen-akk019 ^ ^ 

From: Doug Kuhlman [Doug_Kuhlmdn-ADK031 @email.mot.cx)ml 

Sent: Tuesday, October 23, 2001 9:23 AM 

To: Kass Karen-akk019 

Subject: Re: CR00287M 



Karen^ 

No prior art rhat ws're awara of. I am available to sign pretty much 
any time this week — preferably tomorrow or today. I have a prior 
coiranitment roday from about 11:15 to 1:30 and that's the only thing on 
my schedule. 

I also have a concern about the drawings. I notice that you still have 
some old check prints from Earl Yingling. We had aaked for some changes 
which do not appear on these check prints. We will need to make sure 
they are updated and correct when we do the final signing - 

Doug 
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This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the apphcant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



